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Why HIPAA?

The 104th Congress

Sought to amend the Internal Revenue Code of 1986 to
improve portability and continuity of health insurance
coverage in the group and individual markets, to combat
waste, fraud, and abuse in health insurance and health care
delivery, to promote the use of medical savings accounts, to
improve access to long-term care services and coverage, to
simplity the administration of health insurance, and for other
pUrposes.




A National Effort to Standardize--
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HIPAA
Scalable To All Covered Entities...
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Think “reasonable” when deciding on implementation activities
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HIPAA Pluses

- Determining real time eligibility before
any services/products are rendered or
supplied

- Receiving medical information before
the patient arrives

- Exchanging electronic pharmacy
information with others each time an
entry is made

- Having ALL costs reimbursed the same
day products/services are provided

HIPAA Makes All This Possible!



Administrative Simplification
Three Components

z 3
%
. Y
L 3
y / ‘A‘ﬁ‘l 3 \
4 Y
// b\“‘ —

Privacy



HIPAA
sound Documentation Is Essential

® [ransaction Standards & Code Sets

® Privacy

® Security
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HIPAA Enforcement
“A Carrot And Not A Stick”

® Robin Frohboese, Principal Deputy & Acting Director of the Office
for Civil Rights has stated that identified violations are viewed as an
opportunity to educate covered entities back into.compliance.

— “It’s critically important that covered entities understand their
responsibilities and that we help them with compliance so our
enforcement is minimized. If we find violations, we will seek voluntary
compliance. [t will only be in the most egregious situations where we
are not able to get voluntary compliance that we will do other things,
such as civil monetary penalties or, in the worst situations, refer to the
Justice Department.”

Source: Report on Patient Privacy, May 2002
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HIPAA Transactions
Standardize Health Information
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HIPAA
Iransaction Validation Testing
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HIPAA
Iiransaction Validation Testing (continueq)

ne of Business —

on, ambulance,

dicare, Medicaid,




System Vendor Programming---
Implementation & Companion Guides

business-to-business




Sample X12 Coding

ST*275%1001~

BGN*11%0001%19980429~

NM1*PR*2*HEALTH CARE SERVICE
CORPORATION=**#***P[*00121~

PER*IC*MEDICAL REVIEW DEPARTMENT~

NM1*85*2* LOYOLA UNIVERSITY MEDICAL
CENTER*****FI1*364015560~

NM1*QC*1*SMITH JOHN*****HN*111223333A~

REF*IK*1722634842~

DTP*472*RD8%19980401-19980411~

LX*01~

STC*R3:30005-0~

DTP*097*D8*19980429~

CAT*UL*HL~

EFI*09~

SE*13*1001~



Transaction Testing
The Value

® Validates transactions for X12 accuracy
® T[ests both outbound and inbound transactions

® Directs submitter to exact X12 error(s)

® Allows for multiple submissions per transaction
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Privacy




hy Do We Need Privacy
Regula%ns?

Father just got a telemarketin
call from a home blood sugar
monitoring service. But I don’t
think he ever followed up on that
office visit to the doctor!




HIPAA
Privacy Regulations

® Protected Health Care Information (PHI) is defined as:

Individually identitiable health care information created or
received by a provider, payer, or claims clearinghouse related
to health condition, provision ot health care, or payment for
health care

The final rule was extended in scope to include the protection
of all individually health information in any form, electronic or
non-electronic, that is held or transmitted by a covered entity.
This includes PHI in paper records that never have been
electronically stored or transmitted



Privacy Rule Leading Modifications
Summarized

® Remove the consent requirement — strengthen
requirement to notify patients about their privacy rights
and practices

= Ask patients to acknowledge receipt of privacy notice

® Health Care professionals can discuss a patient’s
treatment with other care providers

® Additional one-year to obtain signed Business Associate
Contracts

® Marketing — Must obtain the individual’s specific
authorization before sending any marketing materials

® Accounting for PHI disclosures not required with an
authorization



rmation (PHI)
ifiers

P Addresses

iometric Identifiers
cographic Units

\ny Other Unique
entifier Or Codes




Provider Discretion

® Did you know that...

“A covered entity may use professional
judgment and its experience with common
practice to make reasonable inferences of the
individual’s best interest in allowing a person
to act on behalf of the individual to pick up
filled prescriptions, medical supplies, X-rays,
or other similar forms of protect health care
information.”

® Page 44 (3) Limited uses and disclosures when
the individual is not present, 2 sentence of
the Final Privacy Rule — Regulation Text
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Consent - Optional
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Notice Of Privacy Practices — Things To
Think About
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Notice Of Privacy Practices - Elements

® Notice can be layered with summary information at the top
and more detailed information at the bottom

» Header: This notice described how medical information
about you may be used and disclosed and how you can get
access to this information. Please review it carefully.
Clarification of an individuals privacy rights

. A description and at least one example of the types of uses
and disclosures

= A description of each of the purposes for which the covered
entity is permitted or required to disclose PHI
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Notice Of Privacy Practices - Elements
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What' About Sign In Sheets?

s to use sign in sheets

tial disclosure



Expanded Patient Rights
(NEW)

® Right to inspect and copy protected health information

P . MY TR S

® Right to amend = e “*-EJ“'“"‘i}"
® All approve uses and disclosures =
® Right to an accounting of disclosures

® Right to have reasonable requests for
confidential communication accommodated'

® Right to file a written complaint

® Right to receive written notice of information practices



Business Associate Contract
An Agreement Between Parties

Acts on behalf of a covered entity in conducting
activities involving use of PHI

Covered entities are not responsible for
actions of business associates

Monitoring is not required

An organization can be both a covered
entity and a business associate

Due April 04



Business Associate Contract

(Continued)

® Limit contents to information
specific to PHI

® Trading partners will be
reluctant to sign complex
Business Associate Contracts

® Trading partners are less likely
to incur legal fees on easy to
read Business Associate
Contracts

® Keep it simple
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Administrative Requirements (continuea)

® A covered entity must change its policies and procedures
as necessary and appropriate to comply with changes in
the law

® When a covered entity changes a privacy practice that is
stated in the notice, it may make the change effective for
PHI that was created or received prior to the date of'the
notice providing the notice reserves the right to make
such change in its privacy practices

® A covered entity may make any other changes to policies
and procedures at any time, provided that the changes
are documented



HIPAA Assistance For Dentists

® An easy to use gap assessment tool for dentists:

Both are available at the MHCC Web-site




Privacy Readiness Assessment Guide
“A Real Help To Providers”

® The EDI/HIPAA Workgroup decided on eight

sections:

. Introduction

= Maryland Law on the Confidentiality of Medical Records
- HIPAA Definitions

= Assessment Guide and Work Plan

= Business Associate Contract (illustrative document)

= Chain of Trust Partner Agreement (illustrative document)
= Notice of Privacy Practices (illustrative document)

= Computer and Information Usage Agreement (illustrative
document)



Security Elements - Detail

, incident procedures,



Easy Access to the Privacy Guide
MHCC Web-Site
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HIPAA— The Change Process
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As You Implement HIPAA
Look For Opportunities...
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Use Tihe Implementation Process To Improve
Customer Service & Business Operations



For More Information on HIPAA

Official Sites

Government sites:

hitp://aspe.hhs.gov/admnsimp - Department of Health and Human
Services

hitp://www.hcta.gov/security/isecplcy.htm- HCFA Internet Security
Policy

hitp://www.wpc-wdi.com/hipaa -- Implementation Guides

Non-govt sites:

http://www.wedi.org
http://www.nchica.org '
http://www.hipaadvisory.com/

MHCC site:
http://www.mhcc.state.md.us
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